
“Men are chie�y responsible 
for information theft.” The 
study reveals that women 
represent almost 40% of all 
identity thieves. Men and 
women are almost equally 
responsible for this type of 
crime. 
“Young people are more 
likely to commit fraud using 
someone else’s identity.” The 
study also shows that the 
average age of o�enders is 
slightly higher (33) than it is 
for other forms of crime. 
“Such acts are perpetrated 
primarily by foreign criminal 
organizations and organized 
groups.” In a majority of stud-
ied cases, fraud criminals act 
on their own, which would 
contradict the theory that 

organized crime is deeply 
mixed up in such activities. 
“Internet use poses a threat 
to our identity.” More than 
50% of all identity fraud 
cases  involve little techno-
logical skill (pickpocketing 
and purse snatching, for 
example).

Web-based identity fraud 
generally concerns online 
purchases or credit line 
applications. Identity fraud 
can take many forms and 
includes a set of relatively 
sophisticated techniques, 
strategies and tools. The 
scienti�c literature de�nes 
three key steps in the iden-
tity fraud process:

Acquisition of personal 
information,
Sale of that information,
Perpetrating fraud under 
an assumed name.

 

First, identity theft is not the 
same as identify fraud. Iden-
tity theft occurs when some-
one assumes the identity of 
a dead person—who is in no 
position to contest the issue. 
Identity fraud means obtain-
ing personal information 
that can be used to assume 
someone else’s identity. 
Identity fraud has become 
a common crime in Canada. 
Taking over the identity of a 
person or business is also an 
e�ective path to committing 
other crimes.

*******************
How does identity fraud 
work? The fraudster obtains 
important information on 
the victim, such as name, 
address, date of birth, 
social insurance number, 
mother’s maiden name, 
etc. The fraudster then 
“becomes” that person, 
gaining no-holds-barred 
access for example to the 
victim’s bank accounts. From 
that point on, the fraudster 
can open new accounts, 
transfer balances, apply for 
loans and credit cards or 
obtain other services, such 
as the purchase of a vehicle. 
In 2008 alone, 1.7 million 
Canadians were victims of 
identity fraud.

*******************
To achieve their goals, fraud-
sters employ di�erent meth-
ods, including theft, wiretap-
ping, phishing and dumpster 
diving. What is interesting is 
that the use of the Internet 
does not directly increase 
the risk of falling victim to 
identity fraud.

A study published in 2009 by 
the Canada Research Chair 
in Security, Identity and 
Technology  helps demystify 
some common notions that 
the media have popularized 
about this type of crime.

*******************

Identity Fraud Interesting Fact
Statistic on personal information theft

Many studies have actually revealed 
that a large share of personal informa-

tion thefts are committed by employees 
who misappropriate and then illicitly 
exploit information they obtain from 

clients, patients and bene�t recipients 
in the course of their work.
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Constant references to identity theft are made by the 
media.  The topic is even splashed across the front page 
of many publications.  Many articles, blogs and even tele-
vision news programs are dedicated to discussing identity 
theft. There are many information security �rms that o�er 
products to protect you against this phenomenon. Should 
you purchase them? Do you need to be concerned? What 
does identity fraud really involve? 



The following �gure illustrates how this works:

We have little in the way 
of demographic statistics 
about identity fraud victims. 
Yet literature on the topic 
debunks the common myth 
that elderly individuals make 
up a disproportionately high 
number of victims. One un-
derlying assumption seems 
to be that the less techno-
savvy are more vulnerable 
to con artists. More recent 
studies show, however, that 
the majority of identity fraud 
victims fall into the 18-34 
year old bracket. In many 
cases, the perpetrator is also 
acquainted with the victim.

How then can we protect 
ourselves from identity 
fraud? The answer lies 
in education. If we are 
adequately informed of 
risks inherent in certain 
situations, we are more likely 
to address the issue. We are 
responsible for acquiring 
a better understanding of 
the ingredients that make 
up our identity and of 
protecting our personal in-
formation on a regular basis.

Do not give out personal in-
formation over the telephone 
unless you can identify the 
other party. Be wary of dis-
closing information unneces-
sarily. A landlord does not 
need your social insurance 
number to write a lease. 
Your SIN is only intended for 
government agencies. Do not 
reveal personal information 
to open a video club account 
or any type of account that 
is not a �nancial institution. 
Always shred documents 
containing personal informa-
tion (credit card statements, 
etc.) before discarding them. 
When travelling, protect 
yourself against theft by only 
carrying the documents you 
really need. Act prudently 
when using the Internet 
and related forms of commu-
nication. Limit the amount 
of personal information you 
post on social networking 
sites such as Facebook.

 

The Internet, various forms 
of communication and 
associated technologies only 
typically come into play once 
the information is being sold 
and the fraud perpetrated.

The ingredients of the crime 
as described above illustrate 
that identity fraud is not an 
exclusively technological 
phenomenon. Somewhat 
less than 20% of all cases 
studied involve a theft 
of personal information 
over the Internet.  This low 
percentage is probably 
due to the fact that those 
involved in such activities 
often operate on their own 
and when the opportunity 
arises. Their behaviour thus 
tends to be spontaneous 
and their means of acquiring 
information quite rudimen-
tary. However, after they 
have acquired personal 
information, criminals enjoy 
using the Internet and simi-
lar forms of communication 
when actually committing 
their frauds.

*******************

Identity fraud is essentially 
an economic crime. O�end-
ers are seeking to gain mate-
rial wealth in a very large 
percentage of frauds. Identity 
fraud also plays an important 
role in illegal immigration. 
We will not consider this very 
complex social issue here 
in detail. Rather, we shall 
focus on how such fraud 
pertains to economic crimes.

Internet and new technolo-
gies are not at the root 
of most cases of identity 
fraud. However, a growing 
number of identity-related 
documents (social insurance 
numbers, driver’s licences, 
credit cards, etc.), combined 
with an increasing online 
presence by a public largely 
ignorant about identity 
fraud, could cause a rise 
in the amount of identity 
theft that occurs over the 
Internet and with related 
technologies. If so, this 
would be due to inappropri-
ate use by a poorly informed 
public, rather than to 
the Internet or to such 
technologies themselves.
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Do not fall victim to this 
type of crime.  Educating 
yourself on the inherent risks 
and following the simple 
rules stated above will go a 
long way in protecting your 
personal information.

****************** 
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